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Course Purpose The aim of this course is to highlight the influence of new technologies in the 
field of criminal law, the risks to the rights and freedoms of the individual, as 
well as the benefits for the administration of criminal justice. In addition, it 
aims to delve into the various crimes committed in cyberspace, as well as the 
complex issues that arise in the field of criminal procedure, mainly through 
the use and utilization of new technology systems, but also the use of digital 
evidence. 

Learning 
Outcomes 

Upon successful completion of the course, students will be able to:  

  Describe the legal dimensions of cybersecurity breaches and their 
impact on the administration of criminal justice. 

  Interpret and apply substantive and procedural criminal law 
principles to crimes committed through new technologies and the 
internet. 

  Critically analyze the characteristics, severity, and penalties of 
various categories of cybercrimes. 

  Handle cybercrime cases both in and out of court, demonstrating 
the effective management of digital evidence and procedural 
safeguards. 

  Evaluate the roles and mechanisms of national, European, and 
international cooperation bodies in combating cybercrime. 

  Demonstrate specialized knowledge of privacy and data 
protection in the context of cybersecurity and criminal investigations. 

  Develop strategic approaches and legal problem-solving 
techniques for addressing emerging challenges in cybercrime 
regulation. 

  Assess new procedures and legal frameworks for protecting 
fundamental rights and legal goods in the digital environment. 



•  

Prerequisites - Corequisites - 

Course Content This course includes the following modules:  

 

1. Introductory data on the influence of Artificial Intelligence in the 
administration of Criminal Justice. 

The first module aims to get to know the students of the course, to explain the 
diagram, the content, the requirements of the course and the obligations of 
the students, and the explanation of the assignments/activities and methods 
of evaluation of the course. Also, the framework for communication, 
cooperation and interaction between me and students is defined. Time is 
given to resolve students' questions. At the same time, the concepts of 
artificial intelligence and cyberspace, as well as their relationship with criminal 
law and the administration of justice, are introduced. In particular, the benefits 
and risks for rights and freedoms in the context of criminal law and the 
administration of criminal justice are examined.  

 

2. Cybercrimes against property - computer fraud, obstruction of 
information systems, money laundering. 

In the second section, reference is made to legal and ethical issues arising 
from the use of new technologies, at national and European level. The various 
cybercrimes are categorized, with an analysis of the offences of the criminal 
code relating to offences against property, with emphasis on computer fraud 
and the obstruction of the operation of information systems. A further analysis 
of the area of financial crime, and in particular money laundering, follows. 

 

3. Crimes against sexual freedom and minors committed online. Cyber 
harassment. 

In the third section, the issues related to crimes against sexual freedom and 
minors via the Internet are presented, i.e. the crimes of the Criminal Code 
committed in the field of information technology. An analysis and 
interpretation of the relevant provisions of the Criminal Code concerning 
these offences, with the recent changes that have taken place in them under 
European legislation, is presented. At the same time, the causes of these and 
the basic concepts of "harassment cyber surveillance" and "cyber 
harassment" are analyzed. 

 

4. Criminal Procedural Law and new technologies - digital evidence and 
digital evidence. 

In the 4th section, aspects of Criminal Procedural Law as well as European 
Criminal Law and International Cooperation in Cyberspace are analyzed, 
highlighting the key points of the criminal procedure and the role of the 
involved bodies in the justice process, both at national and 
European/international level. 



In addition, the issues raised by the specificities of crimes committed with 
computers are investigated at a procedural level, and specifically through an 
in-depth analysis of terms such as "digital evidence", "digital traces" and 
"digital evidence". Furthermore, the role of the above in the administration of 
criminal justice is examined, and related aspects such as the seizure of digital 
data, the procedural guarantees of investigative acts and investigations in 
cyberspace, as well as the part of invalidities. Furthermore, the way in which 
digital evidence is used and presented in criminal proceedings is investigated, 
as well as their evaluation by the judge. 

Teaching 
Methodology 

Remotely 
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Assessment 
Final written exam, 2 assessment assignments, 2 assessment online 

interactive discussions, a variety of weekly educational activities such as 

interactive activities and self-assessment activities. 
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Final examination (50%) 

2 assessment assignments (15% + 20% = 35%) 

2 online interactive activities (7.5% + 7.5% = 15%) 

Language Greek/English 

 
 


